& iDismiss LLC Privacy Policy

iDismiss LLC built the iDismiss app as a Commercial app. This SERVICE is provided by iDismiss LLC
and is intended for use as is. This page is used to inform visitors regarding our policies with the

collection, use, and disclosure of Personal Information if anyone decided to use our Service.

If you choose to use our Service, then you agree to the collection and use of information in relation to

this policy. The Personal Information that we collect is used for providing and improving the Service.
We will not use or share your information with anyone except as described in this Privacy Policy.
The terms used in this Privacy Policy have the same meanings as in our Terms and Conditions, which

is accessible at iDismiss.org unless otherwise defined in this Privacy Policy.

Information Collection and Use
For a better experience, and in order for the application to be able to provide the services sought by
the organization, we may require you to provide us with certain personally identifiable information,

including but not limited to:

Organization's

e Name

e Address

e City

e State

e Zip code

e Phone number

e School district



App users’ (staff
e Name

e Email

Students’
e Names
e Grade
e Teacher
e Pictures (this is an option for the organization, as pictures are NOT required for the app to

render its services effectively)

The information that we request will be retained by us and used as described in this privacy policy.

Ownership and Security of Data

All Data transmitted to iDismiss LLC and generated by the iDismiss application, is and will continue to

be the property of and under the control of the LEA (Local Education Agencies).

Data will be accessed, used, and manipulated only by those individuals necessary for the successful

implementation of the project.
iDismiss LLC shall, at the request of the LEA, make Data available in a readily accessible format.

LEAs can at any time and for any reason request via email to support@idismiss.org that their Data be
deleted from our cloud database. iDismiss LLC will complete the request in a period no longer than 48

hours from receipt of such request.

iDismiss LLC will provide customers (upon written request) a delimited file export of its personal data
via SFTP, within 30 days of the termination of the account’s contract. After that time, iDismiss LLC will

securely destroy the customer’s student and staff personal information.


mailto:support@idismiss.org

iDismiss LLC uses the services of Google Cloud Platform to manage its database and the

authentication of its users through the following products/services:

a. Cloud Firestore (Database management)
b. Cloud Storage for Firebase (Image storage)

c. Firebase Authentication (User accounts management)

These products/services are certified under major privacy and security standards such as:
a. SO 27001

b.1S0 27017

c.1S0 27018

d.SOC 1

e. SOC 2

f.SOC 3

Additionally these services encrypt data in transit using HTTPS, as well as encrypting data at rest.

In the event of a data security breach, iDismiss LLC will promptly notify impacted customers that a
breach has occurred, and will inform them to the extent known, what data has been compromised.
Additionally, iDismiss LLC will inform customers what measures are being taken to address the data

incident.

Personally Identifiable Information
We will not sell, distribute, or lease your organization’s staff and students’ personally identifiable

information to third parties for any reason.

The app does use third party services that may collect information used to identify you as the user.

Link to privacy policy of third party service providers used by the app:

e Google Analytics for Firebase


https://firebase.google.com/policies/analytics

Log Data

We want to inform you that whenever you use our Service, in the case of an error in the app we collect
data and information (through third party products) on your phone called Log Data. This Log Data
may include information such as your device Internet Protocol (“IP”) address, device name, operating
system version, the configuration of the app when utilizing our Service, the time and date of your use

of the Service, and other statistics.

Cookies

Cookies are files with a small amount of data that are commonly used as anonymous unique
identifiers. These are sent to your browser from the websites that you visit and are stored on your
device's internal memory.

This Service does not use these “cookies” explicitly. However, the app may use third party code and
libraries that use “cookies” to collect information and improve their services. You have the option to
either accept or refuse these cookies and know when a cookie is being sent to your device. If you

choose to refuse our cookies, you may not be able to use some portions of this Service.

Service Providers

We may employ third-party companies and individuals due to the following reasons:

e To facilitate our Service;
e To provide the Service on our behalf;
e To perform Service-related services; or

e To assist us in analyzing how our Service is used.

We want to inform users of this Service that these third parties have access to your Personal
Information as a user. The reason is to perform the tasks assigned to them on our behalf. However,

they are obligated not to disclose or use the information for any other purpose.

Links to Other Sites
This Service may contain links to other sites. If you click on a third-party link, you will be directed to

that site. Note that these external sites are not operated by us. Therefore, we strongly advise you to



review the Privacy Policy of these websites. We have no control over and assume no responsibility for

the content, privacy policies, or practices of any third-party sites or services.

Changes to This Privacy Policy
We may update our Privacy Policy from time to time. Thus, you are advised to review this page
periodically for any changes. We will notify you of any changes by posting the new Privacy Policy on

our website dismiss.org.

This privacy policy is effective as of 2024-08-01

Contact Us
If you have any questions or suggestions about our Privacy Policy, do not hesitate to contact us at

info@idismiss.org.



